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RSA SECURID USER GUIDE
BEFORE YOU BEGIN ENROLLING YOUR SOFT TOKEN

Welcome to your RSA SecurlD® soft token enrollment guide. Before you begin, here are some tips
to help you with the token enrollment process.

It is important to keep in mind that if you close the RSA SecurlD Prime self-service portal before
you finish setting up your PIN, you'll need to log in again and start this enrollment process from the
beginning. Once you set up your PIN, your information will be saved.

To prepare for token enrollment, start by downloading the RSA SecurlD app. Check the Instructions
for your device type to find out how to download the app.

As well, if you’re using a company device to download the app, please keep in mind you may
need your company’s IT Help Desk administrator to approve the installation of the app.

Once you're ready, you can find the section for the device you're downloading the app on and
follow the specific steps to begin enrolling your soft token.

If you have any questions along the way, please contact us toll-free at 1-866-475-7262.
Monday to Friday: 7:30am - 8:00pm ET
Saturdays: 9:00am - 1:00pm ET

Sundays: Closed
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TD Bank invitation for RSA SecurlD soft token enroliment

Once you are added as a user on a TD Bank digital product, you'll receive an e-mail from TD Bank
to access your RSA SecurlD soft token enrollment Prime self-service portal.

TD Bank invitation for RSA SecurlD® soft token enroliment © «a « ~
O noreply@td.com <noreply@td.com> Today at 10:07 AM
To:
E Ce
SecurlD
Dear John,

You have been invited to enroll your soft token with RSA SecurlID.

You will need to complete this RSA SecurlD soft token enroliment and have your activated token information ready
before accessing your TD digital products.

By following the link in this e-mail, you will be directed to the RSA Prime self-service portal and guided through
activating and testing your new soft token.

If you have any accessibility concerns or have trouble using the RSA Prime self-service portal, please contact us at
1-866-475-7262, and we'll help you with your token enroliment.

This invitation is valid for 7 days from Tue Jan 30 10:06:54 EST 2024 to Tue Feb 13 10:06:54 EST 2024, during which
time you’ll need to complete your enrollment.

Enroll your token now

Need help? Please contact TD for assistance.
Monday to Friday: 7:30 AM — 8:00 PM ET
Saturdays: 9:00 AM - 1:00 PM ET

Sundays: Closed

Itisimportant to keep in mind that if you close the RSA SecurlD Prime self-service portal before you
finish setting up your PIN, you'll need to start this enrollment process again from the enrollment
invite e-mail. Once you set up your PIN, your information will be saved.
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Enroll your device

Once you select the enroliment link from your e-mail, you'll be taken to a log-in screen. Your User
ID will be displayed on the screen already. Select Log in when you're ready to begin.

RSA SecurID Prime self-service portal login ﬁ

Prime Invite
Authentication

User ID:  jsmith_01256

TD Bank Self-Service Portal

Disclaimer:

This system is company property. Unauthorized access or use is prohibited and may be subject to
discipline, civil suit or criminal prosecution. To the extent permitted by law, system use may be
monitored, recorded or disclosed and using the system constitutes your consent to do so. You also
agree to comply with applicable procedures for system use and the protection of company
information or information that the company has an obligation to protect, including but not limited
to proprietary information, personally identifiable information, and export controlled information.

If you happen to select the icon of a house, please close the self-service portal and start again
from the enrollment invite e-mail.

Log In /ﬁ«

Prime Invite
Authentication

User ID: ( |

Transaction ID: ‘

TD Bank Self-Service Portal

Disclaimer:

This system is company property. Unauthorized access or use is prohibited and may be subject to
discipline, civil suit or criminal prosecution. To the extent permitted by law, system use may be
monitored, recorded or disclosed and using the system constitutes your consent to do so. You also
agree to comply with applicable procedures for system use and the protection of company
information or information that the company has an obligation to protect, including but not limited
to proprietary information, personally identifiable information, and export controlled information.
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Security question

On the next screen, you'll be asked for the answer to the security question that was set up when
you were added as a user. Enter the correct answer to the security question and select Submit.

Once you continue to the next step, if you close this self-service portal, the enroliment link you
used will no longer be valid and you'll need to contact your company’s System Administrator or
someone from the TD Treasury Management Support Services (TMSS) to get a new link.

Please keep in mind you'll only have 3 tries to get your security answer correct. After the third
incorrect try, you'll need to get a new enroliment link to try again.

Security verification

We just need to verify your identity first. Please answer the security question to continue.

-

Security question : Company Security Phrase

Answer : |
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Select device

Once your security answer has been validated, you'll get to the select device type screen. On this
screen, it will also show the steps for the entire enrollment process through the RSA SecurlD Prime
self-service portal:

1. Select your device

2. Install the RSA SecurlD app
3. Set up PIN

4. Import and activate token
5. Test and authenticate

The first step is to select the Windows PC or laptop device type to download the RSA SecurlD
authenticator app.

Again, please keep in mind if you are using a company device to install the app, you may need
special permissions from your company’s IT Help Desk administrators.

Select Device

(1

Please select your device type

Select the device you'll be using to install your SecurlD app on.

Windows PC or laptop macOS device Android iPhone/iPad
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Installing your RSA SecurlID app

Once you've selected your device type, you'll get a screen telling you to download and install the
RSA SecurlD authenticator app. If you haven’t already done so, take this time to download the app

before going to the next step.

On the Microsoft Store for Windows PC devices or laptops, the app should be called SecurlD
Authenticator. The following sections will show you how to install the app and enroll your soft

token with your app.

You'll need this app downloaded before you create a PIN in the self-service portal. Once you have
your app downloaded, select Set up PIN to continue.

If you already have an app downloaded, you can select Set up PIN to go to the next step right

away.

Install App

(2)

Installing the SecurlD app
If you don’t have the app on your Windows device, please go to

your Microsoft App Store to install the free SecurlD app. Once
you have the app, please go to the next step to create your PIN.

C\ SecurlD Authenticator
: RSA Security LLC

SecurlD .,
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If you're using a company device, please keep in mind you may need your company’s IT Help Desk
administrator to approve the installation of the app.

To install the application directly on your Windows PC or laptop:

1. Visit the Microsoft Store on your Windows PC or laptop.

"

2. Search for SecurlD Authenticator and select Install.

=E Microsoft | Store Home Apps Games Movies & TV Q RSA SecurelD B Open Store app

SecurlD Authenticator

RSA Security LLC
26% 9ratings Utilities & tools
Install (7

3. When prompted, follow the instructions to download the app on your Windows desktop
or laptop.

Once you have the app downloaded, please return to the self-service portal and select Set up PIN
to continue.

Screenshots
o e e 0 e
O TN . G 12345678 » ——
G 12345678 » ‘ | et
o
C— [
=a
T —
¢ EE— >
¢ 30721013 »
G 30721013 »
T
T — Sign-in Request

G 9789 5463
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Set PIN

Now, you'll need to create a PIN which will be required each time you authenticate using your RSA
SecurlD soft token. Create a PIN and confirm you new PIN.

Helpful tips for setting up your PIN:
« Must be 4 to 8-digits
«  Only numbers can be used
- No special characters allowed (e.g. !, ~, #, $, %, etc.)
+ Previous PINs can be used

After you've entered and confirmed your PIN, select Set PIN to save this information and continue.

Set Pin

(3)

Set PIN

Please create a 4 to 8-digit numeric PIN that you’ll need each time you use
your soft token device. Once you save your PIN, you'll find instructions on
activating your token.

setPN: [
Confim PIN:[=————|

Your PIN requirements:

« Must be 4 to 8-digits

« Numbers only

« No Special Characters(!,~,@,#,$,%,etc)
« Previous PINs can be used

« Please remember your PIN
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Importing and activating your token

If you're using a Windows PC or laptop, you'll get to a screen with more instructions on how to
scan and activate your token for your device type. When you're ready, select Display Activation
Details.

Activating your token
If you’re using a Windows PC or laptop device, there are 2 ways to activate a token from this next
screen.

Copy to clipboard
The first way is to select Copy to Clipboard to copy the soft token activation URL and paste it into
your RSA SecurlD app to activate.

Import Token

RSA SecurlD(R) Windows Token Web Import

Open the RSA SecurlD(R) Windows Application and select import from
Web,copy and paste the CT-KIP URL and activation code into the appropriate
fields and click import to complete the process.

CT-KIP URL
not Ictkip?sch tivatet

T
Copy to Clipboard Click to Import

Windows PC or laptop

Start testing
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Click to import

The other way is to select Click to Import. A message will show up because you'll be redirected to
your RSA SecurlD app.

E amcmlapszbto0.dev.vmc2.td.com:8444 says Welcome, | Logout |

URL: securidauthenticator://ctkip?

scheme=https&url=amcmlapswzop0.dev.vmc2.td.com/ctkip/services/
RSA SecurlD soft token enroll CtkipService&activationCode=48778571

Import Token

RSA SecurID(R) Windows Token Web Import

Open the RSA SecurID(R) Windows Application and select import from
Web,copy and paste the CT-KIP URL and activation code into the appropriate
fields and click import to complete the process.

CT-KIP URL
il ‘ securidauthenticator://ctkip?scheme=https&url=amcmlap

o
e, Copy to Clipboard Click to Import

Windows PC or laptop

Start testing

Once you're in the app, follow the instructions to activate your token. Back in the self-service
portal, you'll get a message letting you know your token was imported successfully. Select Start
testing to continue.
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Testing your token authentication

Once your token has been imported and activated, it’s time to begin testing.
On your soft token device, enter the PIN you set up earlier.

A passcode will be generated on your soft token device. On the self-service portal, enter your User
ID and the passcode. Then, select Test token.

Please keep in mind that the valid passcode changes every 60 seconds, make sure you’re
entering the most up to date passcode from your soft token device.

Authenticate

(s)

Test your token authentication

Now that your soft token has been activated, use your soft token device and
enter the PIN you set up earlier. A passcode will be generated on your soft
token device. Please keep in mind that a new passcode will be generated
every 60 seconds. On this page, please enter the most current passcode from
your device and select Test token to test the authentication process.

User ID:  jsmith_01256

Test token

Continue without testing

You'll get a confirmation when you've successfully tested your soft token authentication. Select
Complete enrollment to get started with accessing your TD digital products.

Authenticate

)

Token Enroliment Complete

Software token enrollment is now complete. Please click the Complete
Enroliment button to exit.

Complete Enroliment
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TD Bank invitation for RSA SecurlD soft token enroliment

Once you are added as a user on a TD Bank digital product, you'll receive an e-mail from TD Bank
to access your RSA SecurlD soft token enrollment Prime self-service portal.

TD Bank invitation for RSA SecurlD® soft token enroliment © «a « ~
O noreply@td.com <noreply@td.com> Today at 10:07 AM
To:
E Ce
SecurlD
Dear John,

You have been invited to enroll your soft token with RSA SecurlID.

You will need to complete this RSA SecurlD soft token enroliment and have your activated token information ready
before accessing your TD digital products.

By following the link in this e-mail, you will be directed to the RSA Prime self-service portal and guided through
activating and testing your new soft token.

If you have any accessibility concerns or have trouble using the RSA Prime self-service portal, please contact us at
1-866-475-7262, and we'll help you with your token enroliment.

This invitation is valid for 7 days from Tue Jan 30 10:06:54 EST 2024 to Tue Feb 13 10:06:54 EST 2024, during which
time you’ll need to complete your enrollment.

Enroll your token now

Need help? Please contact TD for assistance.
Monday to Friday: 7:30 AM — 8:00 PM ET
Saturdays: 9:00 AM - 1:00 PM ET

Sundays: Closed

Itisimportant to keep in mind that if you close the RSA SecurlD Prime self-service portal before you
finish setting up your PIN, you'll need to start this enrollment process again from the enrollment
invite e-mail. Once you set up your PIN, your information will be saved.
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Enroll your device

Once you select the enroliment link from your e-mail, you'll be taken to a log-in screen. Your User
ID will be displayed on the screen already. Select Log in when you're ready to begin.

RSA SecurID Prime self-service portal login ﬁ

Prime Invite
Authentication

User ID:  jsmith_01256

TD Bank Self-Service Portal

Disclaimer:

This system is company property. Unauthorized access or use is prohibited and may be subject to
discipline, civil suit or criminal prosecution. To the extent permitted by law, system use may be
monitored, recorded or disclosed and using the system constitutes your consent to do so. You also
agree to comply with applicable procedures for system use and the protection of company
information or information that the company has an obligation to protect, including but not limited
to proprietary information, personally identifiable information, and export controlled information.

If you happen to select the icon of a house, please close the self-service portal and start again
from the enrollment invite e-mail.

Log In /ﬁ«

Prime Invite
Authentication

User ID: ( |

Transaction ID: ‘

TD Bank Self-Service Portal

Disclaimer:

This system is company property. Unauthorized access or use is prohibited and may be subject to
discipline, civil suit or criminal prosecution. To the extent permitted by law, system use may be
monitored, recorded or disclosed and using the system constitutes your consent to do so. You also
agree to comply with applicable procedures for system use and the protection of company
information or information that the company has an obligation to protect, including but not limited
to proprietary information, personally identifiable information, and export controlled information.
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Security question

On the next screen, you'll be asked for the answer to the security question that was set up when
you were added as a user. Enter the correct answer to the security question and select Submit.

Once you continue to the next step, if you close this self-service portal, the enroliment link you
used will no longer be valid and you'll need to contact your company’s System Administrator or
someone from the TD Treasury Management Support Services (TMSS) to get a new link.

Please keep in mind you'll only have 3 tries to get your security answer correct. After the third
incorrect try, you'll need to get a new enroliment link to try again.

Security verification

We just need to verify your identity first. Please answer the security question to continue.

-

Security question : Company Security Phrase

Answer : |
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Select device

Once your security answer has been validated, you'll get to the select device type screen. On this
screen, it will also show the steps for the entire enrollment process through the RSA SecurlD Prime
self-service portal:

1. Select your device
2. Install the RSA SecurlD app
3. Set up PIN
4. Import and activate token
5. Test and authenticate
The first step is to select the macOS device type to download the RSA SecurlD authenticator app.

Again, please keep in mind if you are using a company device to install the app, you may need
special permissions from your company’s IT Help Desk administrators.

Select Device

(1

Please select your device type

Select the device you'll be using to install your SecurlD app on.

Windows PC or laptop macOS device Android iPhone/iPad
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Installing your RSA SecurlID app

Once you've selected your device type, you'll get a screen telling you to download and install the
RSA SecurlD authenticator app. If you haven’t already done so, take this time to download the app
before going to the next step.

On the Mac App Store, the app should be called RSA Authenticator (SecurlD). The following
sections will show you how to install the app and enroll your soft token with your app.

You’'ll need this app downloaded before you create a PIN in the self-service portal. Once you have
your app downloaded, select Set up PIN to continue.

If you already have an app downloaded, you can select Set up PIN to go to the next step right
away.

Install App

(2}

Installing the SecurlD app
If you don’t have the app on your macOS device, please go to ( O

your Apple App Store to install the free SecurlD app. Once you SecurlD
have the app, please go to the next step to create your PIN.

SecurlD = GET
RSA Security

Cof o

SecurlD
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If you're using a company device, please keep in mind you may need your company’s IT Help Desk
administrator to approve the installation of the app.

To install the application directly on your iPhone, iPad, or macOS device:

1. Visit the Mac App Store on your device.

X

2. Search for RSA Authenticator and select Get or Install.

RSA Authenticator
C ‘ 6 (SecurlD)

RSA Security
SecurlD

< (h

3. If prompted, type your Apple ID or iTunes account credentials into the field. Then, follow
the instructions to install the RSA Authenticator application on your Apple device.
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Set PIN

Now, you'll need to create a PIN which will be required each time you authenticate using your RSA
SecurlD soft token. Create a PIN and confirm you new PIN.

Helpful tips for setting up your PIN:

Must be 4 to 8-digits

Only numbers can be used

No special characters allowed (e.g. !, ~, #, $, %, etc.)
« Previous PINs can be used

After you've entered and confirmed your PIN, select Set PIN to save this information and continue.

Set Pin

(3)

Set PIN

Please create a 4 to 8-digit numeric PIN that you’ll need each time you use
your soft token device. Once you save your PIN, you'll find instructions on
activating your token.

setPN: [
Confim PIN:[=————|

Your PIN requirements:

« Must be 4 to 8-digits

« Numbers only

« No Special Characters(!,~,@,#,$,%,etc)
« Previous PINs can be used

« Please remember your PIN
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Importing and activating your token

If you're using a macOS device, you'll get to a screen with more instructions on how to scan and
activate your token for your device type. When you're ready, select Display Activation Details.

Activating your token
If you’re using a macOS device, there are 2 ways to activate a token from this next screen.

Copy to clipboard
The first way is to select Copy to Clipboard to copy the soft token activation URL and paste it into
your RSA SecurlD app to activate.

Import Token

MacOS SecurlD Token Web Import

Open the RSA SecurlD macOS application and select import from Web,copy
and paste the CT-KIP URL and activation code into the appropriate fields and
click import to complete the process.

CT-KIP URL
‘ com.rsa.securid://ctkip?uri=https://activatetoken.pat.td.cc
. Copy to Clipboard Click to Import

macOS device

Start testing
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Click to import

The other way is to select Click to Import. A message will show up because you'll be redirected to
your RSA SecurlD app.

URL: com.rsa.securid://ctkip?url=https://
activatetoken.pat.td.com/ctkip/services/
CtkipService&activationCode=58613346

Once you're in the app, follow the instructions to activate your token. Back in the self-service
portal, you'll get a message letting you know your token was imported successfully. Select Start
testing to continue.
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Testing your token authentication

Once your token has been imported and activated, it’s time to begin testing.
On your soft token device, enter the PIN you set up earlier.

A passcode will be generated on your soft token device. On the self-service portal, enter your User
ID and the passcode. Then, select Test token.

Please keep in mind that the valid passcode changes every 60 seconds, make sure you’re
entering the most up to date passcode from your soft token device.

Authenticate

(s)

Test your token authentication

Now that your soft token has been activated, use your soft token device and
enter the PIN you set up earlier. A passcode will be generated on your soft
token device. Please keep in mind that a new passcode will be generated
every 60 seconds. On this page, please enter the most current passcode from
your device and select Test token to test the authentication process.

User ID:  jsmith_01256

Test token

Continue without testing

You'll get a confirmation when you've successfully tested your soft token authentication. Select
Complete enrollment to get started with accessing your TD digital products.

Authenticate

)

Token Enroliment Complete

Software token enrollment is now complete. Please click the Complete
Enroliment button to exit.

Complete Enroliment
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TD Bank invitation for RSA SecurlD soft token enroliment

Once you are added as a user on a TD Bank digital product, you'll receive an e-mail from TD Bank
to access your RSA SecurlD soft token enrollment Prime self-service portal.

TD Bank invitation for RSA SecurlD® soft token enroliment © «a « ~
O noreply@td.com <noreply@td.com> Today at 10:07 AM
To:
E Ce
SecurlD
Dear John,

You have been invited to enroll your soft token with RSA SecurlID.

You will need to complete this RSA SecurlD soft token enroliment and have your activated token information ready
before accessing your TD digital products.

By following the link in this e-mail, you will be directed to the RSA Prime self-service portal and guided through
activating and testing your new soft token.

If you have any accessibility concerns or have trouble using the RSA Prime self-service portal, please contact us at
1-866-475-7262, and we'll help you with your token enroliment.

This invitation is valid for 7 days from Tue Jan 30 10:06:54 EST 2024 to Tue Feb 13 10:06:54 EST 2024, during which
time you’ll need to complete your enrollment.

Enroll your token now

Need help? Please contact TD for assistance.
Monday to Friday: 7:30 AM — 8:00 PM ET
Saturdays: 9:00 AM - 1:00 PM ET

Sundays: Closed

Itisimportant to keep in mind that if you close the RSA SecurlD Prime self-service portal before you
finish setting up your PIN, you'll need to start this enrollment process again from the enrollment
invite e-mail. Once you set up your PIN, your information will be saved.



RSA SECURID USER GUIDE
ANDROID DEVICE

29

Enroll your device

Once you select the enroliment link from your e-mail, you'll be taken to a log-in screen. Your User
ID will be displayed on the screen already. Select Log in when you're ready to begin.

RSA SecurID Prime self-service portal login ﬁ

Prime Invite
Authentication

User ID:  jsmith_01256

TD Bank Self-Service Portal

Disclaimer:

This system is company property. Unauthorized access or use is prohibited and may be subject to
discipline, civil suit or criminal prosecution. To the extent permitted by law, system use may be
monitored, recorded or disclosed and using the system constitutes your consent to do so. You also
agree to comply with applicable procedures for system use and the protection of company
information or information that the company has an obligation to protect, including but not limited
to proprietary information, personally identifiable information, and export controlled information.

If you happen to select the icon of a house, please close the self-service portal and start again
from the enrollment invite e-mail.

Log In /ﬁ«

Prime Invite
Authentication

User ID: ( |

Transaction ID: ‘

TD Bank Self-Service Portal

Disclaimer:

This system is company property. Unauthorized access or use is prohibited and may be subject to
discipline, civil suit or criminal prosecution. To the extent permitted by law, system use may be
monitored, recorded or disclosed and using the system constitutes your consent to do so. You also
agree to comply with applicable procedures for system use and the protection of company
information or information that the company has an obligation to protect, including but not limited
to proprietary information, personally identifiable information, and export controlled information.
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Security question

On the next screen, you'll be asked for the answer to the security question that was set up when
you were added as a user. Enter the correct answer to the security question and select Submit.

Once you continue to the next step, if you close this self-service portal, the enroliment link you
used will no longer be valid and you'll need to contact your company’s System Administrator or
someone from the TD Treasury Management Support Services (TMSS) to get a new link.

Please keep in mind you'll only have 3 tries to get your security answer correct. After the third
incorrect try, you'll need to get a new enroliment link to try again.

Security verification

We just need to verify your identity first. Please answer the security question to continue.

-

Security question : Company Security Phrase

Answer : |
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Select device

Once your security answer has been validated, you'll get to the select device type screen. On this
screen, it will also show the steps for the entire enrollment process through the RSA SecurlD Prime
self-service portal:

1. Select your device
2. Install the RSA SecurlD app
3. Set up PIN
4. Import and activate token
5. Test and authenticate
The first step is to select the Android device type to download the RSA SecurlD authenticator app.

Again, please keep in mind if you are using a company device to install the app, you may need
special permissions from your company’s IT Help Desk administrators.

Select Device

(1

Please select your device type

Select the device you'll be using to install your SecurlD app on.

Windows PC or laptop macOS device Android iPhone/iPad
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Installing your RSA SecurlD app

Once you've selected your device type, you'll get a screen telling you to download and install the
RSA SecurlD authenticator app. If you haven’t already done so, take this time to download the app
before going to the next step.

On the Google Play Store for Androids, the app should be called RSA Authenticator (SecurlD). The
following sections will show you how to install the app and enroll your soft token with your app.

You’'ll need this app downloaded before you create a PIN in the self-service portal. Once you have
your app downloaded, select Set up PIN to continue.

If you already have an app downloaded, you can select Set up PIN to go to the next step right
away.

Install App

(2)

Installing the SecurlD app

If you don’t have the app on your Android GETIT ON
mobile device, please go to your Google _ =
Play Store to install the free SecurlD app. r\ G()()Sl( p|ay
Once you have the app, please go to the '
next step to create your PIN.

securid
SecurlD
( a RSA Security Communication
SecurlD € Everyone
* h k 14,040 2

o3 e
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If you're using a company device, please keep in mind you may need your company’s IT Help Desk
administrator to approve the installation of the app.

To install the application directly on an Android device:

1. Visit the Google Play Store on your Android device.

GET IT ON

® Google Play

2. Search for RSA Authenticator and select Install.

@ RSA Authenticator
securip  (SecurlD)

RSA Security
3.5% 5M+ |
15K reviews ® Downloads Everyone ©®

Install
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Set PIN

Now, you'll need to create a PIN which will be required each time you authenticate using your RSA
SecurlD soft token. Create a PIN and confirm you new PIN.

Helpful tips for setting up your PIN:
« Must be 4 to 8-digits
«  Only numbers can be used
- No special characters allowed (e.g. !, ~, #, $, %, etc.)
+ Previous PINs can be used

After you've entered and confirmed your PIN, select Set PIN to save this information and continue.

Set Pin

(3)

Set PIN

Please create a 4 to 8-digit numeric PIN that you’ll need each time you use
your soft token device. Once you save your PIN, you'll find instructions on
activating your token.

setPN: [
Confim PIN:[=————|

Your PIN requirements:

« Must be 4 to 8-digits

« Numbers only

« No Special Characters(!,~,@,#,$,%,etc)
« Previous PINs can be used

« Please remember your PIN
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Importing and activating your token

Select Your Delivery Method
Mobile Token Users: Download the *SecuriD” app from your device app siore
Onca reacy, cick the “Scan Token Now”™ but ale &
Desktop Token Users: Install the “SecurlD® desktop token application. O
ready, click the “Display Activation Detads® bution 1o provide activation deta
= =
¥,
SAMPLE
L. .

If you're using an Android device, you'll get to a screen with more instructions on how to scan and
activate your token for your device type. When you're ready, select Activate with mobile app.

Activating your token

On your mobile device, open your SecurlD app and select the plus sign icon (+) in your app.

Scan the QR code on the screen of your Prime self-service portal using your mobile app and follow
the steps in your app to activate the token. Once your token is activated, come back to the self-
service portal and select Start testing.

If youre on the Prime self-service portal from a mobile device, select the QR code and it will
automatically open the app where you can activate your token.

Scan token now

Open the SecurlD application on your mobile device and select the "+" option
to scan and import your token.

Android

Test Authentication
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Testing your token authentication

Once your token has been imported and activated, it’s time to begin testing.
On your soft token device, enter the PIN you set up earlier.

A passcode will be generated on your soft token device. On the self-service portal, enter your User
ID and the passcode. Then, select Test token.

Please keep in mind that the valid passcode changes every 60 seconds, make sure you’re
entering the most up to date passcode from your soft token device.

Authenticate

(s)

Test your token authentication

Now that your soft token has been activated, use your soft token device and
enter the PIN you set up earlier. A passcode will be generated on your soft
token device. Please keep in mind that a new passcode will be generated
every 60 seconds. On this page, please enter the most current passcode from
your device and select Test token to test the authentication process.

User ID:  jsmith_01256

Test token

Continue without testing

You'll get a confirmation when you've successfully tested your soft token authentication. Select
Complete enrollment to get started with accessing your TD digital products.

Authenticate

)

Token Enroliment Complete

Software token enrollment is now complete. Please click the Complete
Enroliment button to exit.

Complete Enroliment
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TD Bank invitation for RSA SecurlD soft token enroliment

Once you are added as a user on a TD Bank digital product, you'll receive an e-mail from TD Bank
to access your RSA SecurlD soft token enrollment Prime self-service portal.

TD Bank invitation for RSA SecurlD® soft token enroliment © «a « ~
O noreply@td.com <noreply@td.com> Today at 10:07 AM
To:
E Ce
SecurlD
Dear John,

You have been invited to enroll your soft token with RSA SecurlID.

You will need to complete this RSA SecurlD soft token enroliment and have your activated token information ready
before accessing your TD digital products.

By following the link in this e-mail, you will be directed to the RSA Prime self-service portal and guided through
activating and testing your new soft token.

If you have any accessibility concerns or have trouble using the RSA Prime self-service portal, please contact us at
1-866-475-7262, and we'll help you with your token enroliment.

This invitation is valid for 7 days from Tue Jan 30 10:06:54 EST 2024 to Tue Feb 13 10:06:54 EST 2024, during which
time you’ll need to complete your enrollment.

Enroll your token now

Need help? Please contact TD for assistance.
Monday to Friday: 7:30 AM — 8:00 PM ET
Saturdays: 9:00 AM - 1:00 PM ET

Sundays: Closed

Itisimportant to keep in mind that if you close the RSA SecurlD Prime self-service portal before you
finish setting up your PIN, you'll need to start this enrollment process again from the enrollment
invite e-mail. Once you set up your PIN, your information will be saved.
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Enroll your device

Once you select the enroliment link from your e-mail, you'll be taken to a log-in screen. Your User
ID will be displayed on the screen already. Select Log in when you're ready to begin.

RSA SecurID Prime self-service portal login ﬁ

Prime Invite
Authentication

User ID:  jsmith_01256

TD Bank Self-Service Portal

Disclaimer:

This system is company property. Unauthorized access or use is prohibited and may be subject to
discipline, civil suit or criminal prosecution. To the extent permitted by law, system use may be
monitored, recorded or disclosed and using the system constitutes your consent to do so. You also
agree to comply with applicable procedures for system use and the protection of company
information or information that the company has an obligation to protect, including but not limited
to proprietary information, personally identifiable information, and export controlled information.

If you happen to select the icon of a house, please close the self-service portal and start again
from the enrollment invite e-mail.

Log In /ﬁ«

Prime Invite
Authentication

User ID: ( |

Transaction ID: ‘

TD Bank Self-Service Portal

Disclaimer:

This system is company property. Unauthorized access or use is prohibited and may be subject to
discipline, civil suit or criminal prosecution. To the extent permitted by law, system use may be
monitored, recorded or disclosed and using the system constitutes your consent to do so. You also
agree to comply with applicable procedures for system use and the protection of company
information or information that the company has an obligation to protect, including but not limited
to proprietary information, personally identifiable information, and export controlled information.
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Security question

On the next screen, you'll be asked for the answer to the security question that was set up when
you were added as a user. Enter the correct answer to the security question and select Submit.

Once you continue to the next step, if you close this self-service portal, the enroliment link you
used will no longer be valid and you'll need to contact your company’s System Administrator or
someone from the TD Treasury Management Support Services (TMSS) to get a new link.

Please keep in mind you'll only have 3 tries to get your security answer correct. After the third
incorrect try, you'll need to get a new enroliment link to try again.

Security verification

We just need to verify your identity first. Please answer the security question to continue.

-

Security question : Company Security Phrase

Answer : |
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Select device

Once your security answer has been validated, you'll get to the select device type screen. On this
screen, it will also show the steps for the entire enrollment process through the RSA SecurlD Prime
self-service portal:

1. Select your device

2. Install the RSA SecurlD app
3. Set up PIN

4. Import and activate token
5. Test and authenticate

Thefirst stepis to select the iPhone or iPad device type to download the RSA SecurlD authenticator
app.

Again, please keep in mind if you are using a company device to install the app, you may need
special permissions from your company’s IT Help Desk administrators.

Select Device

(1

Please select your device type

Select the device you'll be using to install your SecurlD app on.

Windows PC or laptop macOS device Android iPhone/iPad
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Installing your RSA SecurlD app

Once you've selected your device type, you'll get a screen telling you to download and install the
RSA SecurlD authenticator app. If you haven’t already done so, take this time to download the app
before going to the next step.

On the Apple App Store, the app should be called RSA Authenticator (SecurlD). The following
sections will show you how to install the app and enroll your soft token with your app.

You’'ll need this app downloaded before you create a PIN in the self-service portal. Once you have
your app downloaded, select Set up PIN to continue.

If you already have an app downloaded, you can select Set up PIN to go to the next step right
away.

Install App

(2)

Installing the SecurlD app

If you don’t have the app on your iPhone, please Available on the iPhone
go to your Apple App Store to install the free A

SecurlD app. Once you have the app, please go
to the next step to create your PIN.

pp Store

Q. securid @ Cancel

SecurlD

SecurlD * % T T Ty
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If you're using a company device, please keep in mind you may need your company’s IT Help Desk
administrator to approve the installation of the app.

To install the application directly on your iPhone, iPad, or macOS device:

1. Visit the App Store on your device.

4

2. Search for RSA Authenticator and select Get or Install.

RSA Authenticator
C ' 0‘ (SecurlD)

RSA Security
SecurlD

< (h

3. If prompted, type your Apple ID credentials into the field. Then, follow the instructions to
install the RSA Authenticator application on your iPhone or iPad device.

1:42 Wl T 1:43 wl T 1:43 wl T
R SA - )
SSP Enrolled
RSA helps you quickly and easily access Enter PIN L4
your ization's p
O, &
o
o o -
© @)
= Success
Your OTP credential has been
added.
Registr:
oK
Email Address
More Submit
Need Help?
Organization ID
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Set PIN

Now, you'll need to create a PIN which will be required each time you authenticate using your RSA
SecurlD soft token. Create a PIN and confirm you new PIN.

Helpful tips for setting up your PIN:
« Must be 4 to 8-digits
«  Only numbers can be used
- No special characters allowed (e.g. !, ~, #, $, %, etc.)
+ Previous PINs can be used

After you've entered and confirmed your PIN, select Set PIN to save this information and continue.

Set Pin

(3)

Set PIN

Please create a 4 to 8-digit numeric PIN that you’ll need each time you use
your soft token device. Once you save your PIN, you'll find instructions on
activating your token.

setPN: [
Confim PIN:[=————|

Your PIN requirements:

« Must be 4 to 8-digits

« Numbers only

« No Special Characters(!,~,@,#,$,%,etc)
« Previous PINs can be used

« Please remember your PIN
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Importing and activating your token

Select Your Delivery Method
Mobile Token Users: Download the *SecuriD” app from your device app store
Onca reacy X the "Scan Token Now™ butt 10 generate a
Desktop Token Users: install the “SecurlD” desitop token application. Once
ready, click the “Display Activation Datads® bution 1o provide activation deta
[e——
EE
SAMPLE
Sl
Rl

If you're using an iPhone or iPad device, you'll get to a screen with more instructions on how to
scan and activate your token for your device type. When you're ready, select Activate with mobile

app.

Activating your token
On your mobile device, open your SecurlD app and select the plus sign icon (+) in your app.

Scan the QR code on the screen of your Prime self-service portal using your mobile app and follow
the steps in your app to activate the token. Once your token is activated, come back to the self-
service portal and select Start testing.

If youre on the Prime self-service portal from a mobile device, select the QR code and it will
automatically open the app where you can activate your token.

Import Token

Scan and activate your token

From your SecurlD mobile app, select the + option to scan and activate your
token from your app. Once your token is activated, you can test the
authentication process

iPhone/iPad

Start testing
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Testing your token authentication

Once your token has been imported and activated, it’s time to begin testing.
On your soft token device, enter the PIN you set up earlier.

A passcode will be generated on your soft token device. On the self-service portal, enter your User
ID and the passcode. Then, select Test token.

Please keep in mind that the valid passcode changes every 60 seconds, make sure you’re
entering the most up to date passcode from your soft token device.

Authenticate

(s)

Test your token authentication

Now that your soft token has been activated, use your soft token device and
enter the PIN you set up earlier. A passcode will be generated on your soft
token device. Please keep in mind that a new passcode will be generated
every 60 seconds. On this page, please enter the most current passcode from
your device and select Test token to test the authentication process.

User ID:  jsmith_01256

Test token

Continue without testing

You'll get a confirmation when you've successfully tested your soft token authentication. Select
Complete enrollment to get started with accessing your TD digital products.

Authenticate

)

Token Enroliment Complete

Software token enrollment is now complete. Please click the Complete
Enroliment button to exit.

Complete Enroliment

Connecting to your TD Bank digital products

Once you've activated and enrolled your RSA SecurlD soft token, please follow the registration
process for your specific TD Bank digital product.
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Frequently asked questions

1.

I can’t log in with my passcode and credentials. What should | do?

If you're having any troubles with logging in or if you've been locked out, contact us toll-free
at 1-866-475-7262.

Monday to Friday: 7:30am - 8:00pm ET
Saturdays: 9:00am - 1:00pm ET

Sundays: Closed

I've forgotten my current PIN, what should | do?

To create a new PIN, please contact your System Administrator or contact us toll-free at
1-866-475-7262.

Monday to Friday: 7:30am - 8:00pm ET
Saturdays: 9:00am - 1:00pm ET

Sundays: Closed
I've forgotten my current PIN, what should | do?
If you have any issues with your computer, phone, or RSA SecurlD soft token, including

misplacing a device, needing a new RSA SecurlD soft token, or for other device related
questions, please contact us toll free at 1-866-475-7262.

Monday to Friday: 7:30am - 8:00pm ET
Saturdays: 9:00am - 1:00pm ET

Sundays: Closed

How long will it take to enroll and activate a soft token?

If an RSA SecurlD user ID is added to your profile and you have the RSA SecurlD app installed
on your device, soft tokens can be enrolled and activated within hours.

Will | need to install any apps?

Yes, a small application from RSA Security will need to be installed on your computer or iPhone
or Android device. You can find the RSA Authenticator (SecurlD) app on the Apple App store
for iPhones or iPads, Mac App Store for macOS devices, and Google Play Store for Android
mobile devices. On Windows PC or laptops, you can find the same app, called SecurlD
Authenticator, on the Microsoft store.
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FREQUENTLY ASKED QUESTIONS

10.

1.

12.

Can the soft token app be installed on mobile devices?

Yes, both iPhones and Android mobile devices support this soft token. You can also use an
iPad. You can find the RSA Authenticator (SecurlD) soft token app in the Apple App Store or
Google Play Store.

Can soft tokens be used on personal computing devices?

It depends. Consult with your manager to find out if soft tokens can be used on personal
computing devices.

I’'m part of multiple organizations, can | enroll multiple soft tokens on one RSA SecurlD app
on one device?

Yes, you can. The app can support up to 10 different soft tokens.

I’'m going on foreign travel next week. Are there any restrictions to using the soft token?

If you're travelling internationally, there aren’t restrictions on using the soft token.

Does the soft token expire?

Yes, soft tokens do expire. However, TD Bank will renew it automatically upon expiration.

Does my SecurlD token PIN expire?

No, RSA SecurlD token PINs don’t expire.

Can a previous PIN be used when | set up a new PIN?

Yes, previous PINs can be used again when you're creating a new PIN.



